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(just) sending a mail
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MUA
“Mail User Agent”

• mail client

• Microsoft Office Outlook

• Apple Inc. Mail

• Mozilla Thunderbird

➡ userfriendly interface
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iced
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MSA
“Mail Submission Agent”

• receive message from MUA

• works with MTA

• sometimes connected with MTA

• else: errors may be solved

• uses SMTP
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SMTP
“Simple Message Transfer Protocol”

>>hello server
ready, talk<<

>>it’s me
ok<<

>>my user xy has a mail for you
ok<<

>>it’s for your user pq
ok<<

>>here comes the data
start input<<

>>DATA
ok<<

>>ok, bye
close connection<<

7



Ariane C. Boehm - the bioinformatics lab - summer term 2012

Overview

MUA DNS

MUAMDA

MTAMSA
SMTP Deutsche Post

icedove

8



Ariane C. Boehm - the bioinformatics lab - summer term 2012

MTA
“Mail Transfer Agent”

• outgoing mail server / SMTP server

• “talk” to other MTAs via SMTP

• transfers from server to server

• also called “Message Handling Service”

• uses DNS
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postfi
x
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DNS
“Domain Name System”

• translates human-friendly hostnames
into computer-friendly IP-addresses

• using different (Resource) Records
- also called RR
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Records

• A-Record Type:
     Name                                    IP

• PTR-Record Type:
     IP                                     Name

• MX-Record
     domain name            MTA agents
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DNS zo
ne
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postfix

Deutsche Post Royal Mail
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postfix
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MDA
“Mail Delivery Agent”

• responsible for the delivery of messages

• some have capability of sorting / filtering
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procm
ail
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postfix
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IMAP
“Interet Message Access Protocol”

>>login
login complete<<

>>select inbox
18 messages<<

2 unread<<
1 important<<

I allow you to read and write<<
>>fetch info of mail 3

MAIL 3<<
>>flag: deleted

Mail 3 flaged :deleted<<
>>logout

close connection<<
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dovec
ot
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Overview
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SMTP: postfix
IMAP: dovecot
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Details and Usage
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(MTA, DNS zone, procmail)
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MTAs
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MTAs
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MTA
server

support
licence features storage

exim all open source
SMTP

no IMAP, POP3
db, filesystem

postfix no Windows
open source 

(IBM)
SMTP

no IMAP, POP3
db, filesystem

sendmail no Windows open source
SMTP

no IMAP, POP3
filesystem

dovecot no Windows open source
IMAP, POP3
no SMTP

db, filesystem 
(maildir, mbox)

Microsoft 
Exchange Server

just Windows EULA all db, filesystem
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DNS zone
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DNS zone
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DNS zone
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comments behind “;”
origin “@”

recordzone class
IN - internet
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DNS zone
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how long can 
Resource
Record be 

cached (default)

IPv6 addressauthorative name server

start of authority - 
all important informations
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DNS zone
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= Negative Caching TTL
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DNS zone
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        IN      A       127.0.0.2

in 192.186.16:         3              PTR         ariane.tbl.
in tbl:                  ariane            A         192.168.16.3
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procmail recipe
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• 3 main components

• flag

• condition

• action
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procmail recipe
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:0 here comes a new filter

:0 H flag: look at header
:0 B flag: look at body
:0 : flag: lock file

* x condition: look for x

! pq action: send forward to pq
/foo/bar action: save mail to bar Folder

regular expressions will work!
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procmail recipe
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look at the body, if it contains “Ariane” - its spam

look at header and lock the file, if it’s from 
xyz@gmx.de - filter it to my home mail folder

:0 H:
  * ^From: xyz@gmx.de
  $HOME/Mail/myFolder

:0 B
  * Ariane
  /dev/null (deletes it forever)

mailto:xyz@gmx.de
mailto:xyz@gmx.de
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procmail recipe
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look at header and body and lock the file, if it’s 
from xyz@gmx.de and contains “tbl” - filter it to 
Lazlos mail folder

:0 HB:
* ^From: xyz@gmx.de
* tbl
$USERS/laszlo/Mail/LaszlosMail

mailto:xyz@gmx.de
mailto:xyz@gmx.de
mailto:xyz@gmx.de
mailto:xyz@gmx.de


thank you.


